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Introduction & Scope

On 19th July 2024, the largest IT outage in history generated shockwaves all over the world, with an estimated cost of $56.4 billion to
Fortune 500 companies in the USA. This outage, caused by a faulty update to CrowdStrike’s Falcon Sensor security software, led to
widespread problems with a reported 8.5 million Microsoft Windows computers, disrupting hundreds of companies in numerous
industry sectors. With such significant impact, particularly for consumer-facing organisations, many companies found themselves
needing to proactively communicate about the outage in the media, underscoring the importance of social listening for crisis
communications, to better understand the direction of the conversation.

In this study, we look at digital conversation around the outage:
In the immediate aftermath (week one), in that all-important window of opportunity to manage reputation risk
s+ Long tail (after week one), how does the story evolve and who are the winners / losers in the mid-term view?

Scope

» Data basis: posts in global social media about the July 2024 CrowdStrike outage

« Study period: Immediate aftermath (19t July 2024 — 25t July 2024), long tail (26t July 2024 — 18" November 2024)

« (Geographical scope: Global

« Search methodology: Global searches based on relevant keywords in English

« Industries/sectors tracked: Air Travel, Automotive, Banking/Finance, Government, Hotels, Media, Medical/Health, Retailers,
Technology (excluding CrowdStrike & Microsoft), Telecommunications

« Companies tracked: CrowdStrike, Microsoft and the ten most mentioned impacted companies (American Airlines, Sky News,
London Stock Exchange, Delta Airlines, Amazon, Woolworths, Tesla, United Airlines, JPMorgan, Ryanair)
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https://www.techtarget.com/whatis/feature/Explaining-the-largest-IT-outage-in-history-and-whats-next
https://www.computerweekly.com/news/366596373/CrowdStrike-update-snafu-affected-85-million-Windows-devices

Key Takeaways

» The vast majority of content mentioning the outage was published in the first couple of days following the incident, highlighting
the importance of a swift, informed response from companies impacted.

* As social media conversation in response to a crisis can generate a high volume of content and often consists of a multitude of
users, understanding the characteristics of the key groups of social media users engaging in conversation about the crisis can
help target communications in response to a crisis.

* Out of the companies impacted by the outage, Delta faced the most ongoing criticism, and social media users drew particular
attention to Delta blaming CrowdStrike for the outage. This suggests that affected companies should always focus on customer
care first, before moving to condemn the company that caused the crisis.

» To avoid the backlash faced by CEOs from both Delta and CrowdStrike, corporate communications teams should be placed at
the forefront of all crisis communication efforts. Digital insight should be leveraged to gauge the reaction of the public and to
shape communications, ensuring that key spokespeople are briefed on how best to respond to minimise negative coverage.

» London Stock Exchange, Sky News and Woolworths received the highest proportion of negative coverage, with a notable lack of
a response to the outage mentioned in content. If affected by a crisis caused by another company, the impacted company
could seek to position itself as an active resolver by proactively communicating the cause of the crisis and highlighting actions
taken to respond, including efforts to minimise impact on customers.

« Tesla had the lowest proportion of negative coverage, and social media users underscored the company addressing and fixing
impacted systems. As discussion of Tesla indicates, emphasising clear actions by an affected company to improve systems in
response to a crisis may reduce negative discussion on social media.
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Initial discussion focused on CrowdStrike, with Microsoft less
associated with the crisis.

Mentions of CrowdStrike and Microsoft
peaked on the day of the incident,

CrowdStrike & Microsoft Mentions in Outage Conversation | Base: Global social media 19t — 25t July 2024 declining throughout the rest of the
week.
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* In the week following the CrowdStrike outage which impacted Microsoft Windows, CrowdStrike was mentioned in 1.6x more posts than Microsoft, indicating that
social media users associated the incident with CrowdStrike to a greater extent than with Microsoft.

« Mentions of CrowdStrike and Microsoft followed the same trajectory over the period, with mentions peaking on the day of the incident (19t July) and declining
throughout the rest of the week.

» Over two thirds of posts mentioning Microsoft also mentioned CrowdStrike (68%), indicating most users did not solely associate the outage with Microsoft.

» Moreover, posts mentioning CrowdStrike received higher average engagement (5.6) compared to those mentioning Microsoft (4.9).
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Frustration in the immediate aftermath of the outage prompted

political conspiracy theories.

CrowdStrike

* In the week following the outage, 235K posts labelled the incident the “CrowdStrike
outage” while 178K posts referred to the outage as the “Microsoft outage” or “Windows
outage”, further indicating that blame was more focused on CrowdStrike.

* Discussion mentioning CrowdStrike in the immediate aftermath of the outage often
joked about the situation, mocking CrowdStrike, the outage and CrowdStrike’s
reportedly mediocre apology offering to partners after the outage.

* There was also politically-focused conversation mentioning CrowdStrike, framing
voting machine malfunctions as concerning for the security of elections. Furthermore,
there were misleading statements spread about Blackrock, which has a significant
holding in CrowdStrike. The firm pulled an ad a few days before the outage featuring
the gunman who shot at Donald Trump and became embroiled in conspiracy theories
associating CrowdStrike with attempts to prevent Donald Trump from being president.

* Otherwise, conversation detailed the companies and services interrupted by the IT
outage.

Microsoft

* Microsoft was also mentioned in humorous conversation on the outage, often
alongside memes and mentioned as a hashtag. This included joking about Teams and
Outlook being operational.

» Separately, there was also neutral reporting announcing the outage and concern over
how one company’s update could cause such extensive disruptions across industries.

* Moreover, conspiracies surfaced alleging a connection between Microsoft and |srael.
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m Liz Churchill @ Subscribe RN

@liz churchiti1o

Guess who owns Crowdstrike?

Blackrock $16.13M

Vanguard Group $16.06M
Morgan Stanley $5.79M
Jennison Associates LLC $5.03M

Who owns CrowdStrike Holdings? CRWD Stock Ownership @
L]

People also ask i

Who are the investors in CrowdStrike?

Top Institutional Holders

Holder Shares Value
Blackrock Inc. 16.13M 5,725.434,956
Vanguard Group Inc 16.06M 5,700.833.355
Morgan Stanley 579M 205361156

lennison Asscciates LLC 5.03M 1.785.269,060

.- unusual whales & Subscribe  REANRES
& @unusual whales
JUST IN: CrowdStrike, SCRWD, the cybersecurity firm that crashed
millions of computers with a botched update all over the world last
week, is offering its partners a $10 Uber Eats gift card as an apology, per
TechCrunch.

5:09 PM - Jul 24, 2024 - 4M Views

Sam Parker-ucas Gage™ @ B Subscribe JO
@SamParkerSenate
£ What's going on with the global Microsoft cyber outage?

"Microsoft is israeli almost as much as it is American." -The Jerusalem
Post

“With the click of a button, you can bring nations to their knees very
rapidly, if you so desire” -Bibi Netanyahu

Daniel Sugarman @ -
V¥ @Deniel Sugarman
"Just push the 'Update All Windows Devices' button, Akimov! How hard
can it be?"
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https://x.com/vinceflibustier/status/1814233715641389456
https://x.com/BoyanSlat/status/1814305016737362388
https://x.com/Cokedupoptions/status/1814287728286015555
https://x.com/unusual_whales/status/1816143769764581678
https://x.com/BehizyTweets/status/1814368602201395679
https://x.com/Raech007/status/1814883518847332787
https://edition.cnn.com/2024/07/15/business/blackrock-commercial-included-trump-shooter/index.html
https://x.com/HarrisonHSmith/status/1814863467901223360
https://x.com/spectatorindex/status/1814195569361129889
https://x.com/cb_doge/status/1814192130102854040
https://x.com/realitea_queen/status/1814269970294943935
https://x.com/Daniel_Sugarman/status/1814215302256738729
https://x.com/youwouldknow/status/1814210811927130144
https://x.com/SachabhartiyaRW/status/1814207876195364911
https://x.com/MaxPollard92/status/1814204961380536477
https://x.com/10NewsFirst/status/1814180385213108564
https://x.com/spectatorindex/status/1814192477857091728
https://x.com/robbystarbuck/status/1814237694647566566
https://x.com/SamParkerSenate/status/1814431822258098323
https://x.com/Palsvig/status/1814945987481276681
https://x.com/Daniel_Sugarman/status/1814215302256738729
https://x.com/liz_churchill10/status/1814286981389582371
https://x.com/unusual_whales/status/1816143769764581678
https://x.com/SamParkerSenate/status/1814431822258098323

Air Travel and Finance dominated in the immediate aftermath, while
Government outpaced Media and Technology on engagement.

Affected Industries Mentioned in Connection to the Outage | Base: Global social media 19t — 25t july 2024
500
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« In the week period following the CrowdStrike outage, posts mentioning Air Travel had the highest reach, 93% more than Banking/Finance. Air Travel and
Banking/Finance were the most prominent industries, accounting for more than 65% of each metric (volume, engagement, and potential reach) of the top 10
industries.

« Despite having around 2M lower potential reach than Media and Technology, Government (904K) received more engagement than both Media (624K) and

Technology (250K).
7 Sensing What's Next UﬂlCEPTA
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0
Disruptions to Air Travel and Government were framed as indicators of

the severe impact of the global outage.

Air Travel :
w ;us;:o«».aa::? Seocie

» 68% of all outage conversation mentioning Air Travel from the week immediately following the incident was ot whot was oyt iggeet T ot I ety foreed st

ground stop of the three airlines.

published on the day of the incident (19t July), and these posts accounted for over three-fourths of the
engagements in the same period. Industry-wide conversation featured timelapse videos of USA airspace
leading up to and then following the IT outage. This included direct blame of CrowdStrike for the outage.

» Disruptions to airlines were often mentioned alongside other impacted industries in posts announcing the
outage.

» Noting disruptions to airlines and other services to stress the severity of the crisis, criticism targeted the
CrowdStrike CEO for his statement following the outage.

Banking/Finance

» Posts published on 19t July accounted for 78% of all posts in the outage conversation mentioning
Banking/Finance, indicating that mentions of Banking/Finance dwindled following the day of the outage.
Posts were primarily initial reports announcing that banks and the London Stock Exchange systems were

< inusual_whnles'b @ -
% @unusual whales

BREAKING: Global cyber outage. Cybersecurity platform CrowdStrike,

down due to the outage. Posts typically mentioned the industry overall rather than mentioning specific SCRWD, is "down” worldwide, causing global IT problems, Microsoft,
affected ba n kS. SMSFT, crashes, 911 outages across several US states, and disruptions
in international airlines, banks and media outlets.
Government 8:26 AM - Jul 19, 2024 - 2M Views

* There was a peak in conversation on 21t July, with mentions emphasising disruptions to governments to
indicate severity of the global outage, and reporting that CrowdStrike had told the Australian government

0 0 Bo Snerdley & -
that a fix was not yet available. SBoSnercley Subscrbe
. . . ' . . . Al ingh te "syst "and t i
* In posts mentioning other industries, emergency services in the USA as well as Australia, New Zealand and et porele ysiems ancgoemment senciss seem
some USA state governments were mentioned as affected entities. Posts mentioning the Australia _ o
, , , , Global IT outage: 24 hours later and impacts are still being seen across
government also noted that the government held an emergency meeting in response. Discussion of the the world

disruptions to the National Health Service (NHS) in the UK featured in less than 1% of government-focused
outage conversation.
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https://x.com/US_Stormwatch/status/1814268813879206397
https://x.com/CollinRugg/status/1814283393674473665
https://x.com/spectatorindex/status/1814195569361129889
https://x.com/disclosetv/status/1814192537348833699
https://x.com/PeterSweden7/status/1814205913978286176
https://x.com/lulumeservey/status/1814294561998459071
https://x.com/JamesMelville/status/1814218938458190239
https://x.com/spectatorindex/status/1814204659390992402
https://x.com/unusual_whales/status/1814200156859896026
https://x.com/HarrisonHSmith/status/1814863467901223360
https://x.com/BoSnerdley/status/1814825317267100023
https://x.com/MarioNawfal/status/1814919322520739958
https://x.com/guardian/status/1814908505117069346
https://x.com/spectatorindex/status/1814240906612191737
https://x.com/TrungTPhan/status/1814226642333495473
https://x.com/BNONews/status/1814201371828105624
https://x.com/spectatorindex/status/1814201541500514493
https://x.com/Worldsource24/status/1814248513087136252
https://x.com/US_Stormwatch/status/1814268813879206397
https://x.com/unusual_whales/status/1814200156859896026
https://x.com/BoSnerdley/status/1814825317267100023

@
Delta was the most discussed company, with posts gaining traction

post-outage, while Tesla gained positive attention for prompt response.

In the top ten most discussed companies affected by the outage, a variety of Mentions and Engagement Other Companies
industries were represented. While four airlines surfaced in the top ten, companies in Base: Global social media 19t to 25t July 2024
media, finance, technology and retail also featured. '
Delta | ———————

» Delta: Delta received the highest volume and most engagement amongst airlines. e

Discussions extended beyond flight grounding posts on 19t July, with a spike on United |Je——

239 July following outlets announcing the Transportation Department’s . -

. R . ) , American Airlines | ——————

investigation. Users also criticised its lack of compensation and slow recovery

compared to other airlines. Sky News [=————

L k Exch [—

» London Stock Exchange: 96% of the posts were published on 19t July, mentioning OndoniStee e Es

London Stock Exchange being down. Spectator Index’s posts drove engagement. Amazon [E———
» Sky News: The volume of posts peaked on 19t and 20t July, with a significant drop tleeleris |

after this. Various high-engagement posts mentioned Sky News being “off the air”, Tesla [

with users mostly responding with humour. JPMorgan ™
» Tesla: Despite being ranked 10t by volume, discussion mentioning Tesla achieved RyanAir 1

the third highest average engagement (11.6 engagements per post) This was due to

high-engagement posts about Elon Musk deleting CrowdStrike from all systems, 0 200.000 400.000 600.000

following the global Windows outage. e [ Rsluiie
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https://x.com/AP/status/1815754034759815353
https://x.com/taylorbloom16/status/1815536314239906061
https://x.com/JJ_Petrini/status/1815823777625714948
https://x.com/JENNontheRocks_/status/1815761105848766867
https://x.com/spectatorindex/status/1814195569361129889
https://x.com/spectatorindex/status/1814195569361129889
https://x.com/TimesAlgebraIND/status/1814201517026505123
https://x.com/runews/status/1814203704595099771
https://x.com/DougAMacgregor/status/1815030155535843746

1
Woolworths attracted the highest proportion of negative coverage, with

unhappy users posting about systems being down.

Sentiment of top industries (proportion) Sentiment of top companies (proportion)
Base: Global social media 19t — 25t July 2024 Base: Global social media 19t — 25t July 2024

Telecommunications Woolworths

Media London Stock Eiohange |
|
Retailers S yU’;lwiet\évj |
]
Hotels

R Y& /A |
American Al 1———————————
ey - |

/AN Z20 1" |

Banking/Finance
Medical/Health

Government .
Air Travel (Vilelgetelinmm ___ —————————— —
Crowd St K €
Technology J P M 01 g an e
Automotive csEe. - ]
0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

B Positive ® Neutral mNegative W Positive ™ Neutral B Negative

* Woolworths had the highest proportion of negative coverage, with frustrated users posting about POS systems not working, as well as further struggles in store
after the outage.

« Along with London Stock Exchange and Sky News, Woolworths saw most mentions on 19t-20t July, with limited coverage on actions taken, potentially
influencing their higher proportions of negative coverage.

* In comparison, Tesla had the lowest proportion of negative coverage, with users noting the company addressing and fixing its outage-affected systems. This also
placed Automotive as the industry with the lowest share of negative coverage. This indicates that companies focusing on actionable steps take to fix the issue
benefitted more reputationally in social media conversation.

10 Sensing What's Next * November 2024 data up to 24 November only UnBIgrEhPtTA
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https://x.com/timhatfield87/status/1814214034050457930
https://x.com/R_Chirgwin/status/1814427351113232698
https://x.com/DougAMacgregor/status/1815030155535843746
https://x.com/SawyerMerritt/status/1815047053216530456

Audience Analysis Introduction & Methodology

This type of analysis can help to drive understanding of who is engaging in conversation on a particular topic and to unveil pertinent information about social media
users discussing the topic, enabling more comprehensive communication strategies during and following crises.

Here, we analysed users mentioning the CrowdStrike outage in connection with the most discussed industry (Air Travel) to uncover insights that impacted airlines
could have used to drive crisis communications and strategic message targeting in the immediate aftermath of the outage.

the outage (19t — 25t July).

a We configured our social listening tool to capture posts on X mentioning the outage + Air Travel published within the week immediately following

@% Our audience profiling tool analysed data relating to demographics, interests, online behaviour and purchase influences for the identified X profiles.

connections, bios and posts.

‘. The audience profiling tool used data from X and IBM Watson to segment the audience and identify characteristics and affinities based on their

11 Sensing What's Next UﬂlCEPTA
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Audience Analysis: X Users Discussing Air Travel and the CrowdStrike N

Outage 19" July - 251 July 2024

Segments of X users in Air Travel and outage Conversation Users discussing Air Travel and the CrowdStrike outage in week one were primarily
geolocated in USA (43%), India (8%), UK (8%), Canada (4%) and Australia (2%). Five distinct

Base: Global X 19" — 25t July 2024 segments of X users drove this discussion: Current Events Enthusiasts (52%), Conservative
Politics Supporters (30%), (7%), Liberal Activists (5%) and (4%).

. . . * The Current Events Enthusiasts segment consisted of more users who were male,
2 v, . . . between the ages of 256 and 34, and geolocated in India compared to users in the full
. audience. This segment often followed politicians and world news outlets. Discussion
. ® ‘ focused on disruptions to flights in the USA and India, impacts to air travel alongside
[
®
®

® ® propensity for this segment to focus on statistics and breaking news on the outage
O S [ elr® demonstrates the weight of mainstream media reporting in social media conversation
o P ® during a global crisis.

@ . other affected industries, and claims Delta saw more disruption than other airlines. The
® L ]
o .

” AR sl * Users in the Conservative Politics Supporters segment were primarily located in the USA
g T8 » and consisted of more female users compared to the full audience. This segment tended
® 047 to follow conservative politicians in the USA and Elon Musk. While users in the segment
® primarily emphasised the extent of the disruptions, some high engagement posts argued
¢ c0 0 ©® A ST : the outage proved that less technological advancement is better or alleged the incident
®® .. @ was a cover-up operation.

® o « The segment skewed more male than the overall audience. Conversation
"9 o tended to criticise the technology involved in the outage, mock CrowdStrike’s response
to the incident, and discuss the impact to CrowdStrike’s stock. This showcases that it is
important companies focus on addressing investors as well as consumers after a global

B Current Events Enthusiasts B Conservative Politics Supporters crisis.

»  B3% of users in the Liberal Activists segment were women, and the segment tended to
follow Democrat politicians in the USA. Key themes in conversation included highlighting
efforts for the airlines and infrastructure to recover from the outage, criticism of Delta’s
response and personal travel stories during the outage.

12 Sensing What's Next UﬂlCEPTA
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https://x.com/US_Stormwatch/status/1814268813879206397
http://twitter.com/TimesAlgebraIND/status/1814201517026505123
https://x.com/AP/status/1814204178043940973
https://x.com/kpottermn/status/1815712583900434469
https://x.com/disclosetv/status/1814192537348833699
https://x.com/atensnut/status/1815546436840313084
https://x.com/amuse/status/1814424067845337475
https://x.com/PeterSweden7/status/1814205913978286176
https://x.com/WallStreetApes/status/1814689197636432312
https://x.com/netcapgirl/status/1814246377804746901
https://x.com/greg16676935420/status/1816156248301015290
https://x.com/ronjonbSaaS/status/1815219791843733674
https://x.com/SecretaryPete/status/1814342911535816973
https://x.com/KatrinaWTE/status/1816132681429590042
https://x.com/drdave1999/status/1816487259085984105
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fC(flntinued focus on CrowdStrike in long tail discussion of the outage's
allout.

CrowdStrike’s mentions spiked from Delta's

criticism and lawsuit, while Microsoft’s were

Mentions of Microsoft and CrowdStrike | Base: Global social media 26t July — 18™ November 2024 . ;
g | y boosted by its new security measures plans.
07 October: Users echoing the Norwegian
8000 Directorate's advice on digital payment
31 July: Comments on Delta CEO Ed disruption following the recent CrowdStrike
Bastian’s criticism of Microsoft and incident.

CrowdStrike for offering neither

compensation or support.
6000 21 August: Amplification of the World

Economic Forum's warning on

intentional cyber attacks, suggesting .
a CrowdStrike-like outage could 18 September. Praise of

recur with malicious intent. Microsoft's a_?nouncgrlrjtgnt of 26 October: Scrutiny of CrowdStrike

4000 ey goetlies i ued o neggence by D
incident sparking negative reactions, with some

i users contending that CrowdStrike

should not bear full responsibility.

2000

0 ‘—‘A

26.07.2024 09.08.2024 23.08.2024 06.09.2024 20.09.2024 04.10.2024 18.10.2024 01.11.2024 15.11.2024
=—CrowdStrike ===Microsoft

* In the longtail discussion (26™ July — 18" November), CrowdStrike was mentioned in 3.8x more posts than Microsoft, indicating that social media users associated
the incident with CrowdStrike (compared to Microsoft) to an even greater extent than in the week immediately following the outage (1.6x mentions).

» Mentions of CrowdStrike and Microsoft largely followed similar trajectory over the period, though CrowdStrike witnessed more significant peaks in mentions
throughout the period.

* Moreover, posts mentioning CrowdStrike continued to receive higher average engagement (10.1) compared to those mentioning Microsoft (8.7), with both
companies witnessing higher average engagement in longtail conversation compared to the week following the outage (5.6 and 4.9 respectively).

UNICEPTA
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In longtail conversation, Delta was the most mentioned affected
company, with Amazon generating some discussion in September.

Mentions of Impacted Companies | Base: Global social media 26t July — 18t November 2024 The Delta and CrowdStrike dispute was

heavily discussed on social media, as well as

3000 : :
scrutiny over Delta’s actions after the outage.
31 July: Criticism of Delta after its CEO
blamed the Microsoft-CrowdStrike
outage for damaging their brand.
2000
5 August: Users discussing Delta’s post-
outage delays and IT difficulties, as well
as CrowdStrike shifting the blame to the
airline.

26 October: Discussion

. about IT security due to

1000 21 September: Reactions lﬂgﬁ?ﬁzbﬁﬁ Delta’s lawsuit against

to an Amazon Prime show statement claiming a CrowdStrike.
blaming CrowdSFrike for $380 million direct
unsafe conditions. revenue loss due to the
CrowdStrike outage.
0 e e —— VN gﬁt\ e s AJ
26.07.2024 09.08.2024 23.08.2024 06.09.2024 20.09.2024 04.10.2024 18.10.2024 01.11.2024 15.11.2024
—Delta —(Other Nine Most Mentioned Affected Companies
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Berlin/Cologne - Krakow « London - Paris - Sdo Paulo - Shanghai - Washington DC - Zurich
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